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Pas3BepTbiBaHMe 1 3anyck OkTonyc B Red OS

BaxkHo: Npu ycTaHoBKe HOBOM OC HEO6XOAMMO CO34aTb MOMNb30BaTeNs octopus/octopus Ha 3Tane YyCTaHOBKM CUCTEMBbI.

Ecnu 3T0T 3Tan nponyLueH, BbINONHUTE CNeaytolime AencTBus:

CospaHue nonb3sosatens OkrTonyc
BbinonHsaeTca oanH pas oT nofb3oBaTens root .
BaxkHo: Nonb3oBaTenb OKTonyc 06a3aTenbHO AOMKEH 6biTb ¢ dukcnpoaHHeiM UID 1000

MpoBepbTe, He 3aHAT nn UID 1000, BbINOMHUB KOMaHAy:
getent passwd 1000
Ecnu UID 1000 cBoGoaeH - co3gaém nosb3oBaTens:

useradd -m -u 1000 -s /bin/bash octopus
echo "octopus:octopus" | chpasswd
usermod -aG wheel octopus

Ecnu UID 1000 3aHAT - yaansaem cTaporo nofib3oBaTens:

userdel -r <cTapblii_Mosb30BaTesNb>

basoBas HaCTpoﬁKa CUCTeMbl

1. BeinosiHuTe KOMaHAay ona HaCTpOVIKVI XOCTa U BpeMeHU:

sudo hostnamectl set-hostname red-octopus
sudo timedatectl set-timezone Europe/Moscow # WK CBOIO TaliM30HY
sudo dnf -y update

2. MpoBepbTe HAaCTPOMKKU:

hostnamectl
timedatectl

3. YcTaHoBUTE 6230Bble MHCTPYMEHTbI:

sudo dnf install -y curl vim unzip tar net-tools git lsof firewalld

HacTpoiika ceTeBoro akpaHa

1. 3anycTtuTe Firewalld:

sudo systemctl enable --now firewalld
sudo firewall-cmd --state

2. OTkpowTe cepBucbl OKToNyC:

sudo firewall-cmd --permanent --add-port=88/tcp # UI
sudo firewall-cmd --permanent --add-port=443/tcp # UI
sudo firewall-cmd --permanent --add-port=8081/tcp # Keycloak

3. OTKpowTe CNy>Ke6Hble CEPBUCHI:
sudo firewall-cmd --permanent --add-port=22/tcp # SSH
4. HactponTe MmackapaguHr (ans NAT/dopBapauHra):

sudo firewall-cmd --permanent --add-masquerade
sudo firewall-cmd --reload
sudo firewall-cmd --list-all
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HacTpolika ceTeBoro ¢popBapguHra

B Red OS no ymonuyaHuio akTUBMpoOBaHa CTporasli ceTeBas NofMTUKa, Kotopas 61MoKUpPYeT NepechINKY NakeToB MeXAay CeTeBbIMU
npocTpaHcTBamMu UmeH (network namespaces). Takoe nosefeHne 06yCnoBNeHO NPUHLMNOM 6€30nacHoOn KoHourypauum (secure-by-
default), ogHako oHO NpensTCTBYET B3aMMOAENCTBUIO KOHTENHepOoB OKTOMYC, AaXKe ec/in OHW HaxoasaTcs B npedenax ogHon Docker-ceTtu.
Mpu 3anycke Docker co3paeT npaBuna MexceTeBoro akpaHa (iptables), paspelwatolume npoxoxaeHve Tpaduka Mexay KoOHTENHepamu,
BKtovasa npasuno ACCEPT all -- anywhere anywhere ctstate RELATED, ESTABLISHED. OgHako, nockosibky ¢popBapAuHr U3HayanbHO
3a610KNPOBaH B APEe CUCTEMbI, YCTaHOBKa 3TOro NpasBuia oKasbiBaeTCH HEBO3MOXHOW, YTO MPUBOAUT K U30NSALUN CETU KOHTENHEPOB ApYT
oT Apyra.

[Ons o6ecneyeHns HopMasnbHoOM pa6oTbl KOHTENHepPoB OKTOMYC HEOGXOAMMO aKTUBUPOBaTL IP-popBapAnHr Ha ypoBHe siapa onepaLyoHHON
cucTemsl.

1. BkntouwnTe IP forward:

echo "net.ipv4.ip_forward = 1" | sudo tee /etc/sysctl.d/99-octopus.conf
sudo sysctl --system

2. MNpoBepbTe, BbINOMHUB KOMaHAY:
sysctl net.ipv4.ip_forward

[lonXeH BepHyTbCA OTBET: net.ipv4.ip_forward = 1

3. CépocbTe npasuna FORWARD ansa Docker:
sudo iptables -P FORWARD ACCEPT

sudo iptables -F FORWARD

YctaHoBka Docker CE (BeTka CentOS 8)

1. Nlo6asbTe penosutopui Docker:

sudo tee /etc/yum.repos.d/docker-ce.repo >/dev/null <<'EOF
[docker-ce-stable]

name=Docker CE Stable - S$basearch
baseurl=https://download.docker.com/linux/centos/8/$basearch/stable
enabled=1

gpgcheck=1

gpgkey=https://download.docker.com/linux/centos/gpg

EOF

2. O6HOBUTE KaLL:

sudo dnf clean all
sudo dnf makecache

HacTpotika SELinux gns pa6otbl Docker

Red OS no ymonuanuto ncnonbsyet SELinux B pexume enforcing, 4To o6ecrneynBaeT NOBbILEHHbIM YPOBEHb GE30MACHOCTH, HO MOXET
6nokuposaTtb onepauum Docker ¢ nokanbHbIMM TOMaMu. 3TO CBA3aHO C MONUTUKaMKU 6E30MacCHOCTU, KOTOPbIe OrpaHnYnBatoT
MOHTUpOBaHWe GpannoBbiX CUCTEM KOHTENHEpPaMMU.

[ns HopmanbHoW pa6oTbl OKTOMYC HEO6XOAMMO NEPEBECTM CUCTEMY B PEXMM permissive , NPU KOTOPOM HapyLUEHWUS NOTMPYIOTCS, HO He
6noKkupytoTcs. OTo 6€30MacHbIf BapuaHT Ansi CTEHAOB U BHYTPEHHUX CEPBEPOB.

1. MepeBeaunTe SELINUX B permissive pexum:

sudo setenforce @
sudo sed -i 's/ASELINUX=enforcing/SELINUX=permissive/' /etc/selinux/config
getenforce

2. YctaHoBuTe Docker B ycnosusix orpaHmyeHuin Red OS:

Kntou --nobest Heo6xoauMm anst o6xofda KOHGIMKTOB Bepcui B penosuTtopusax Red OS 8

sudo dnf install -y docker-ce docker-ce-cli containerd.io docker-compose-plugin --nobest
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3. 3anyctute Docker:

sudo systemctl enable --now docker
docker --version
docker compose version

HacTpoiika npaB pocTtyna k Docker gnsi nonb3oBartens OkTonyc

1. Lo6asbTe nonb3oBatensa Octopus B rpynny docker:

sudo getent group docker || sudo groupadd docker
sudo usermod -aG docker octopus

sudo chgrp docker /var/run/docker.sock

sudo chmod 660 /var/run/docker.sock

2. 3aduKkcupymnTe npaea Yepes systemd :

sudo mkdir -p /etc/systemd/system/docker.socket.d

sudo tee /etc/systemd/system/docker.socket.d/18-group.conf >/dev/null <<'EOF
[Socket]

SocketMode=0660

SocketGroup=docker

EOF

3. MNepe3sarpyaute Cnyxobl:

sudo systemctl daemon-reload
sudo systemctl restart docker.socket docker

4. NpoBepbTe YCTaHOBKY:

newgrp docker
docker run --rm hello-world

Oxunpaemblt OTBET: Hello from Docker! This message shows that your installation appears to be working correctly.

5. MNposepbTe, 4To Docker BbICTaBW CBOM NpaBuna iptables:

sudo iptables -L FORWARD -n -v | grep ACCEPT

Mpoeepka aBTO3anycka

1. Y6eauTech, UTo Nocrie nepesarpysku cepeepa CEPBMChbl aBTOMaTUYECKM CTapTYOT CaMOCTOATENbHO:

sudo systemctl enable docker
sudo firewall-cmd --runtime-to-permanent >/dev/null 2>&1
sudo reboot

2. MNepesarpysuTe:

systemctl status --no-pager docker
docker ps

sudo firewall-cmd --list-ports
getenforce

MoproToBka K yctaHoBKe OKTONyC

1. Co3pawiTe pabouyto QUPEKTOPUIO:

sudo mkdir -p /home/octopus/octopus
sudo chown -R octopus:octopus /home/octopus
cd /home/octopus

2. Pacnakynte gucTpmoyTmB:

unzip octopus-update-1.30.35.zip
Mocne pasapxnBMpPoOBaHUA Nosy4yaemM CTPYKTYPY KaTanoros: octopus.deployment, octopus.images

3. MepenmeHyiiTe KaTanor octopus.deployment B OKTOMyC:

mv octopus.deployment octopus
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CTpyKTypa KaTanoros:

/home/octopus/

}— octopus/
|  F— docker-compose.yml

| B .env

| — scripts/
| — configs/
| =-

L— octopus.images/

Wmnopt Docker-o6pasos

KaTanor octopus.images COAEPXUT NpefAco6paHHble Docker-o6pasbl (*tar), KoTopble cnegyeT MMNOPTUPOBAaTb, 0 3arnycka

docker-compose .

1. Nepengute B pabouyto nanky:
cd /home/octopus/octopus

2. I'Iepel7|p,MTe B NManky ¢ TexHNW4YeCKUMU CKpuntTamu:
cd /home/octopus/octopus/scripts

3. UmnopTtupyite odpdnanH obpasbi:
./import-images.sh /home/octopus/octopus.images

Oxkupaembi BbIBOA:

[octopus@red-octopus scripts]$ ./import-images.sh /home/octopus/octopus.images

Importing image from /home/octopus/octopus.images/clickhouse_clickhouse-server_23.9.3.12-alpine.tar
Loaded image: clickhouse/clickhouse-server:23.9.3.12-alpine

Importing image from /home/octopus/octopus.images/grafana_grafana.tar

Loaded image: grafana/grafana:latest

4. lMpoBepbTe 3arpy>xeHHble 06pasbl:

docker images | grep -E 'octopus|keycloak|clickhouse|zookeeper|kafka' || true

3anyck OkTonyc

1. Nepengute B pabouyyto nanky:
cd /home/octopus/octopus
2. 3anycTtuTe cTek:

docker compose down -v || true
docker compose up -d --pull never
docker compose ps

OxngaHue 3aHuMaeT npumepHo 10 MUHYT OT cTapTa.

3. [poBepbTe COCTOSHME:

docker ps --format '{{.Names}}\t{{.Status}}'
docker compose logs --tail=60 --no-log-prefix | sed -n '1,200p'

4. MNponuwunute CTEK B aBTO3arpysky.

Y6eaurtech, YTO BCE KOPPEKTHO:

sudo systemctl is-active docker
sudo usermod -aG docker octopus

HacTpoiika aBTo3arpysku

1. Co3pawTe systemd-cepBuc:

sudo tee /etc/systemd/system/octopus-stack.service >/dev/null <<'EOF'

[Unit]

Description=0ctopus stack (Docker Compose)

After=docker.service network-online.target NetworkManager-wait-online.service
Wants=docker.service network-online.target
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ConditionPathExists=/home/octopus/octopus/docker-compose.yml
[Service]

Type=oneshot

User=octopus

Group=octopus

WorkingDirectory=/home/octopus/octopus
Environment=PWD=/home/octopus/octopus
Environment=COMPOSE_PROJECT_NAME=octopus

ExecStartPre=/bin/bash -1lc 'test -S /var/run/docker.sock'
ExecStartPre=/usr/bin/docker --version
ExecStartPre=/usr/bin/docker info

ExecStartPre=/usr/bin/docker compose version
ExecStartPre=/bin/bash -1c '/usr/bin/docker compose -p octopus config >/dev/null
ExecStart=/usr/bin/docker compose -p octopus up -d --pull never
ExecStop=/usr/bin/docker compose -p octopus down --remove-orphans
RemainAfterExit=yes

TimeoutStartSec=900

TimeoutStopSec=120

Restart=on-failure

RestartSec=10

StandardOutput=journal

StandardError=journal

[Install]

WantedBy=multi-user.target

EOF

2. AKTUBMPYITE U3MEHEHUS:

sudo systemctl daemon-reload
sudo systemctl enable --now octopus-stack
systemctl status --no-pager octopus-stack

3. MNepesarpysute cuctemy:

sudo reboot
Oxknpavite okono 10 MUHYT 1 NpoBepbTe BeEG-UHTEpPOENC.

4. BelnoNHUTE NPOBEPKY CTaTyca 1 paboTy KOHTENHepOoB:

systemctl status --no-pager octopus-stack
docker ps --format '{{.Names}}\t{{.Status}}' | sort

OxunaaemMblii BbIBOA;

[octopus@red-octopus vmware-tools-distrib]$ systemctl status --no-pager octopus-stack
docker ps --format '{{.Names}}\t{{.Status}}' | sort
@ octopus-stack.service - Octopus stack (Docker Compose)
Loaded: loaded (/etc/systemd/system/octopus-stack.service; enabled; preset: disabled)
Drop-In: /usr/lib/systemd/system/service.d
L-18-timeout-abort.conf
Active: active (exited) since Fri 2625-11-87 13:15:14 MSK; 14min ago
Main PID: 1306 (code=exited, status=0/SUCCESS)
CPU: 2.825s

HOsi @7 13:14:31 red-octopus docker[1322]: Container agent.hyperv Started
HosA @7 13:14:32 red-octopus docker[1322]: Container agent.basis Started
Hos @7 13:14:33 red-octopus docker[1322]: Container agent.zabbix Started
HOsi 7 13:14:42 red-octopus docker[1322]: Container agent.brest Started
HOsi 07 13:14:44 red-octopus docker[1322]: Container agent.zvirt Started
HosA 07 13:14:46 red-octopus docker[1322]: Container agent.vcenter Started
HOA @7 13:14:46 red-octopus docker[1322]: Container api Started

HOsi 87 13:14:46 red-octopus docker[1322]: Container ui Starting

HOsi 87 13:15:14 red-octopus docker[1322]: Container ui Started

HosA 07 13:15:14 red-octopus systemd[1]: Finished octopus-stack.service - Octopus stack (Docker Compose).
agent.basis Up 15 minutes

agent.brest Up 15 minutes

agent.hyperv Up 15 minutes

agent.rosplatforma Up 15 minutes

agent.vcenter Up 15 minutes
agent.zabbix Up 15 minutes
agent.zvirt Up 15 minutes
analysis Up 16 minutes

api Up 15 minutes

grafana Up 16 minutes

keycloak Up 16 minutes
octopus.clickhouse Up 16 minutes

octopus-kafka Up 17 minutes
octopus.postgres Up 16 minutes
orchestrator Up 16 minutes

prometheus Up 16 minutes
pushgateway Up 16 minutes
repository Up 16 minutes
rsyslog Up 17 minutes
topology.worker Up 16 minutes
ui Up 14 minutes

zookeeper Up 16 minutes
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